Public

Q CC Certification Body, STQC Directorate,

Indian Common Criteria Certification Scheme (IC3S),
HBIMW m[ﬂz'“ MeitY, Government of India

Certification Report

Report Number:

Product / system:

Dated:

Version:

Government of India
Ministry of Electronics& Information Technology
Standardization, Testing and Quality Certification Directorate
6. CGO Complex, Lodi Road, New Delhi — 110003
India

STQC/CC/F02, Issue 03 Page 1 of 7




Public

IC3S

CC Certification Body, STQC Directorate,
) Indian Common Criteria Certification Scheme (IC3S),
”a.lamm HW“ MeitY, Government of India

Certification Report

Product developer:

TOE evaluation sponsored by:

Evaluation facility:
Evaluation Personnel:

Evaluation report:

Validation Personnel:

STQC/CC/F02, Issue 03

Page 2 of 7




Public

IC3S

CC Certification Body, STQC Directorate,
) Indian Common Criteria Certification Scheme (IC3S),
||3Iflnﬁ§ m[ﬂz'" MeitY, Government of India

Certification Report

Contents
PART A: CERTIFICATION STATEMENT AND BACKGROUND OF THE CERTIFICATION BODY

A1 Certification Statement

A2. About the Certification Body

A3 Specifications of the Certification Procedure
A4 Process of Evaluation and Certification

A5 Publication

PART B: CERTIFICATION RESULTS
B1 Executive Summary
B 1.1 Introduction
B 1.2 Evaluated product and TOE
B 1.3 Security Claims
B 1.4 Conduct of Evaluation
B 1.5 Independence of Certifier
B 1.6 Disclaimers
B 1.7 Recommendations and conclusions
B2 Identification of TOE
B3 Security policy / Security functions
B4 Assumptions
B 4.1 Physical Environmental Assumptions
B5 Architectural Information
B 6 Evaluated configuration
B 7 Documentation
B 8 Product Testing
B 8.1 IT Product Testing by Developer
B 8.2 IT Product Independent Testing by Evaluation Team
B 8.3 Vulnerability Analysis and Penetration testing
B 9 Evaluation Results
B 10 Validator Comments
B 11 List of Acronyms
B 12 References

N NNNNNNNNNNOOODODOODODODO OO ooy O aun bbb pr D

STQC/CC/F02, Issue 03 Page 3 of 7



Public

Q CC Certification Body, STQC Directorate,

) Indian Common Criteria Certification Scheme (IC3S),
IIBIHIW&‘W.II MeitY, Government of India

Certification Report

PART A: CERTIFICATION STATEMENT AND BACKGROUND
OF THE CERTIFICATION BODY

A1 Certification Statement

The product below has been evaluated under the terms of the Indian Common Criteria Certification
Scheme (IC3S) and has met the stated Common Criteria requirements. The scope of the evaluation and
the assumed usage environment are specified in the body of this report.

Sponsor

Developer

Product and Version

Brief description of product

CC Part 2

CC Part 3

EAL

Evaluation Lab

Date Authorized

A2. About the Certification Body

STQC IT Certification Services, the IT Certification Body of Standardization Testing and
Quality Certification - was established in 1998 and offers a variety of services in the
context of security evaluation and validation. It is the first Certification Body in India for
BS 7799/ 1SO 27001 certification of Information Security Management Systems ( ISMS). The
Indian CC Certification Scheme (IC3S) is the IT security evaluation & certification Scheme
based on Common Criteria standards, it is established by Govt. of India under Department
of Information Technology, STQC Directorate to evaluate & certify the trustworthiness of
security features in Information Technology (IT) products and systems. The IC3S is an
Indian independent third party evaluation and certification service for evaluating
the security functions or mechanisms of the IT products. It also provides a framework for
the International Mutual Recognition of such certificates with the member countries of
CCRA (Arrangement on the Recognition of Common Criteria Certificates in the field of
Information Technology Security). The principal participants in the scheme are-

a) Applicant (Sponsor/Developer) of IT security evaluations;
b) STQC Certification Body (STQC/DIT);
c) Common Criteria Testing Laboratories (CCTLs).

A3 Specifications of the Certification Procedure
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